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Bcem nonpsi coobmath cBo0 yacTHYI0 HH(DOpMAIUio (HACTOSIIIHE
uMs, paMuInio, TenedoH, apec, HOMEP MIKOJIbI, a TAKXKe
dboTorpaduu CBOU, CBOCH CEMbH U JIpy3ei);

OTKpBIBaThH BIOKEHHBIE (haliiIbl SJIEKTPOHHOMN MOYTHI, KOTJIa HE
3HaeUb OTIPABUTEIIS;

['pyOuTh, npuanpaThesi, OKa3bIBaTh AABJICHHUE - BECTU Ce0s
HEBEXJIMBO U arPECCUBHO;

He pacniopsikalicst ieHbraMu TBOEH ceMbH 0€3 pa3peiieHus
CTaplUIuX - BCEr/la CIpalluBail pOJIUTEIIEH;

He BcTpeuaiicsa ¢ IHTEepHET-3HAKOMBIMU B PEATILHOU KU3HU -
IIOCOBETYMHCS CO B3POCIJIBIM, KOTOPOMY JTIOBEPSELIb.

He Bce numryT npasay. Yuraeus o ce6e Henpasay B HTepHeTe -
co0011K 00 ’TOM CBOMM POJUTENSIM UITU ONEKYHaM;

[Tpurnamarot nepenuchiBaThCs, UrPaTh, 0OOMEHUBATHCS - IPOBEPD,
HET JIM NIOIBOXA,

He3akonnoe xonupoBanue (aitsioB B IHTepHETE - BOPOBCTBO;
Bcerna pacckaspiBaii B3pocibIM 0 po0jiemMax B CETH - OHH BCETAA
IIOMOTYT;

Hcnonp3yit HacCTpoWKKM 0€30I1aCHOCTU U MPUBATHOCTH, YTOOBI HE
HOTEPATH CBOU aKKAyHTBI B COLICETAX U APYTHUX NOpTajax.

YBaxkal Ipyrux MoJib30BaTelcu;

[Tonp3yembest IHTEpHET-UCTOYHUKOM - JIefal CChUIKY Ha HEro;
OTKpBIBail TOJBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

OO6parmarbes 3a MOMOIIBIO B3POCIBIM - POJIUTEINH, OTIEKYHBI U
aAMUHHACTPALMUS CATOB BCETr1A IIOMOTYT

WNudpopmanimonHast maMsaTka Jjisi 00y4aronuxcs A1 pa3MeIieHnus Ha
opUIMATBHBIX HHTEPHET-pECypcax
C xa)KabIM TOZI0M MOJIO/IE’KU B MHTEPHETE CTAHOBUTHCS OOJIbLIE, a
LIKOJIBHUKHY OJTHM U3 CaMbIX aKTUBHBIX I0JIb30BaTesied Pynera. Mexny tem,
IIOMUMO OIPOMHOTIO KOJIMYECTBA BO3MOKHOCTEH, UHTEPHET HECET U
npo0JieMbl. DTa NaMsATKa JOHKHA TOMOYb TeOe O€30MacHO HaXOIUThCS B

CCTH.

KomrbrorepHbie BUPYChI
KoMnbroTepHBIN BUPYC - 3TO Pa3HOBUIHOCTHh KOMIIBIOTEPHBIX ITPOTPAMM,
OTIUYUTETILHOW 0COOCHHOCTHIO KOTOPOM SBIISIETCS CIOCOOHOCTH K
Pa3MHOXKEHUIO. B 10MOIHEHNE K ’TOMY, BUPYCBI MOT'YT IIOBPEIUTH WIH
MOJIHOCTBIO YHUUTOXKHUTD BCE (Daiiyibl U JaHHBIE, TOJAKOHTPOJIbHBIE



M0JIb30BATEINI0, OT UMEHU KOTOPOIo OblIa 3aylieHa 3apakeHHas
IIporpaMma, a TaKXKe IOBPEANUTh WM Ja)K€ YHUUTOKUTH ONEPALUOHHY IO
CHUCTEMY CO BcemH (aitmamu B 11e510M. B GONBITMHCTBE ClTydaeB
pPacCIpOCTPaHAIOTCS BUPYCHI YEPE3 UHTEPHET.

Mertoapb! 3aIUTHl OT BPEAOHOCHBIX IIPOTPaMM:

1. Wcnonw3yli COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIINE
CEPBE3HBIM YPOBEHb 3aLUTHI OT BPELOHOCHBIX POrPaMM;

2. TlocrosiHHO ycTaHaBnuBail mautu (upoBbIe 3aIUIATKH, KOTOPHIE
aBTOMATUYECKH YCTAHABIMBAIOTCS C LIETBIO JOPaOOTKU
porpamMmbl) U Apyrrue OOHOBJICHHS CBOEH OMEpalMOHHONW CUCTEMBI.
CkaunBail X TOJIBKO ¢ ouIMaIbHOTO caiita pazpadoruuka OC.
Ecnu cyniecTByeT pexxuM aBTOMaTUYECKOTO OOHOBIICHHUS, BKIIOUH
€ro;

3. Pabortaii Ha cBOeM KOMIIBIOTEPE MO/ MPaBaMu MOJIb30BATENS, a HE
aJIMUHUCTPATOpPA. ITO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX
IIPOTPaMM MHCTAJUIMPOBATHCS Ha TBOEM NEPCOHAIBHOM
KOMIIBIOTEPE;

4. Vcnosb3yil aHTUBUPYCHBIE POTPAMMHBIE IPOYKThI H3BECTHBIX
IIPOM3BOJUTENEH, C aBTOMAaTHUECKUM OOHOBJICHHEM 0as3;

5. Orpanndb QU3UUECKHUI JOCTYI K KOMIBIOTEPY AJII TOCTOPOHHHUX
nu;

6. Hcnonp3yit BHELIHKME HOCUTENN MH(OpMAIUK, Takue Kak (Jelika,
JUCK Uin (Gaiii U3 UHTEPHETA, TOJIBKO U3 MTPOBEPEHHBIX
VMCTOYHUKOB;

7. He oTkpbiBaii KOMIBIOTEPHBIC (Paliiibl, MOTYUYCHHBIC U3
HEHAJIeKHBIX UICTOYHUKOB. [laxe Te Qailibl, KOTOpble MpUcaan TBOK
3HaKOMbIH. Jlydlie yTouHu y Hero, OTIpaBisil JIU OH TeOe ux.

Cetu WI-FI
Wi-Fi - 370 He BuJ nepeayu TaHHBIX, HE TEXHOJIOTHSI, a BCETO JIUIIh OPEHI,
Mmapka. Emie B 1991 rony Hungepnanackas KOMOaHUs 3aperucTpupoBasa
openn "WECA", uto o603naugano cnoBocouetanue "Wireless Fidelity",
KOTOPBIN MEPEBOIUTCS Kak "OecrpoBOAHASI TOYHOCTH .
Jlo Hailero BpeMeHH Joliia Apyrasi ab0peBuaTypa, KOTopas SBISIETCS TaKOM
e TexHosioruei. 9to abopeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO J1aHO C
HaMEKOM Ha CTaHJapT BbIciel 3BykoBoi TexHuku Hi-Fi, uto B nmepeBoje
O3Ha4aeT "BBICOKAS TOUHOCTH' .
Jla, OecraTHBIM MHTEPHET-A0CTYN B Kade, OTENSIX U adpOIopTax sSBIAETCS
OTJINYHOM BO3MOXKHOCTBIO BbIX0/1a B UHTepHET. Ho MHOTHE 3KCTIepTHI
CUYHMTAIOT, 4TO oOmenoctynasie Wi-Fi cetn He sSBIsIOTCS 0€30MacHBIMU.
CoeTbl 10 0€30MaCHOCTH PabOTHI B 00IIEIOCTYIHBIX ceTax Wi-fi:
1. He mepenasaii cBo0 TUUHYIO HHGOPMAIIHIO Yepe3 OOIIeIOCTYTHBIC
Wi-Fi cetu. PaboTas B HUX, jKeJaTeIbHO HE BBOJUTH MAPOJIU
JOCTYTIA, JIOTUHBI U KaKWe-TO HOMEpa,;



Hcnonb3yit 1 0OHOBIISIIE aHTUBUPYCHBIE IPOTPaMMbl U OpaHaMayep.
Tem cambIM TBI 00€30MmacHIb ce0sl OT 3aKaYKHh BUPyCa HA TBOE
YCTPOUCTBO;

[Tpu ucnonb3oBanun Wi-Fi otkimroun pynkuumio "OOmuit 10CTyI K
daiinam u npuntepam". JlanHast QyHKIHS 3aKphITa IO YMOTYAHUIO,
OJTHAKO HEKOTOPBIE MOTH30BATEIN aKTUBUPYIOT €€ JJI YA00CTBa
WCITOJIb30BaHUS B paboTe mim y4eoe;

He ucnonb3yit myonuunsiit WI-FI 1715 nepenaun TMYHBIX JaHHBIX,
HaIpUMeED JIJISl BBIXOJA B COLIMANIBHBIE CETH WM B 3JIEKTPOHHYIO
1ouTy;

Hcnonb3yii TOJIBKO 3amuiieHHoe coequnenue yepes HTTPS, a ve
HTTP, 1.e. npu HaGope BeO-aapeca BBoAM MMEeHHO "https://";

B mob6unbHOM Tenedone otkiaoun pynkiuto "Tlonkmouenue k Wi-
Fi aBTomarnueckun". He gomyckaii aBTOMaTH4eCKOTO TMOKITIOUCHUS
ycTpoiicTBa k cetsim Wi-Fi 6e3 TBoero cormacusl.

ConmanbHbBIE CETH
CornuanbHbIe CETU aKTHBHO BXOJISIT B HAITY KU3Hb, MHOTHE JIFOH PA0OTAIOT
U )KUBYT TaM MOCTOSTHHO, a B Facebook yxe 3apeructpupoBan Musmap
YeJIOBEK, UYTO SIBJISICTCSI OJHOM CEbMOM BCEX JKHUTENeH miaaHeTsl. MHOTHE
MOJI30BaTENIM HE TTOHUMAIOT, UTO HH(POpMAIIKs, pa3MeIlleHHAas UMH B
COITMAJILHBIX CETSAX, MOXKET ObITh HalJIeHa 1 UCIOJIb30BaHa K€M YTI'OJIHO, B
TOM YHCJIE HE 00s13aTeJIbHO ¢ OJ1ariMu HaMEePEeHUSIMU.

OCHOBHBIE COBETHI 110 0€30IIaCHOCTH B COIIMAIBHBIX CETAX:

l.

2.

OrpaHuyb CIIUCOK Apy3eil. Y Te0s B Apy3bsiX HE JOIKHO ObITh
CIIy4alHbIX U HE3HAKOMBIX JIFOJIEH;

3amumiait cBOIO 4acTHYIO *kHu3Hb. He yka3biBaii maponu, TenedoHsl,
azpeca, 1aTy TBOETO POXKICHUS U IPYTYIO JUYHYIO HH(POPMALIHUIO.
31I0yMBIIICHHUKHA MOTYT UCIIOJIB30BaTh JaKe HHPOPMAIIHIO O TOM,
KaK ThI 1 TBOU POJUTENHN IJIAHUPYETE MTPOBECTH KAHUKYJIBI,
3amminai CBOIO PEMyTaIHIO - IEPKH €€ B UNCTOTE U 3a7aBaii cede
BOIIPOC: XOTEJ OBI ThI, YTOOBI APYTHE MOTH30BATETN BUICIH, YTO ThI
3arpy»kaemis? [Tomgymaii, mpexie 4emM 9To-To OmyOJIuKOBAaTh,
HAIMCAaTh U 3arpy3UTh;

Ecnu Tbl rOBOpHILIB € JTHOJIbMU, KOTOPBIX HE 3HACIIb, HE UCTIOIb3YH
CBOE pealIbHOE UMS U APYTYIO JTUYHYI0 UHGOPMAIIMK: UMSI, MECTO
KUTEIHCTBA, MECTO Y4eObI U MpoYee;

N36erait pazmemenust potorpaduii B UnTepHeTe, rae Thl
M300pakeH Ha MECTHOCTH, 10 KOTOPOM MOXKHO OTPEIETUTh TBOE
MECTOIIOJIOKEHHUE;

[Tpu peructpanuu B COIMATBLHON CETH HEOOXOANUMO UCTIOIb30BaTh
CJIOKHBIE TIAPOJIH, COCTOSIIINE U3 OYKB U IU(P U C KOTUIECTBOM
3HAKOB HE MeHee §;



7. Jlns conuanbHOM CETH, MOYTHI M APYTUX CAUTOB HEOOXOIUMO
WCITOJIH30BaTh Pa3HbIC MapoH. Toraa ecinu Te0s B3JIOMAIOT, TO
3JIOYMBIIIJICHHUKH TIOJIY4YaT JOCTYH TOJIBKO K OTHOMY MECTY, a HE
BO BCE Cpasy.

DJIEKTPOHHBIE JICHBI'U
DJNEeKTPOHHBIE ACHBIU - 3TO OUYEHb yA0OHBIN CIOCO0 IIaTexeil, 0AHaKO
CYIIECTBYIOT MOLIEHHUKH, KOTOPBIE XOTAT ITOJYYUTh 3TH JICHBIU.
OJIEKTPOHHBIE IEHBI'U MOSIBUIMCH COBCEM HEIABHO U UMEHHO U3-3a 3TOTO BO
MHOTHX I'OCyAapCTBax 0 CHX IIOp HE IPOIKCAHO PO HUX B 3aKOHAX.
B Poccun xe oHM (pyHKIMOHUPYIOT M O HUX YK€ IPOIMCAHO B 3aKOHE, T
UX Pa3eisOT Ha HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHUMHBIE.
Pasnuna B TOM, 4TO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peiacTcs
IPOBOAUTH onepanuu 0e3 uaeHTU(UKALKU T0JIB30BaTeNs, a B
HEAHOHHWMHBIX UACHTU(DUKAIIHS TOIH30BATENS SABISETCS 005S3aTEIbHOM.
Taxxe cneayeT pa3nuyarh IEKTPOHHbIE (UATHBIC ACHBIU (PaBHBI
rOCy/IapCTBEHHBIM BaJIOTaM) U JEKTPOHHbIE He(UATHBIE JCHBIU (HE PaBHBI
roCyJapCTBEHHBIM BAIFOTAM).

OcHOBHBIE COBETHI IO 0€30MacHON PaboTe C MEKTPOHHBIMH JICHBrAMHU:

1. TpuBsku K cueTy MOOMIIBHBIN TeaePoH. ITO caMblil yAOOHBIN U
OBICTPBII c1I0COO BOCCTAHOBUTH NOCTYI K cueTy. [IpuBsa3aHHbIN
TeneOoH NOMOXKET, €Cly 3a0yIelIb CBOW IIATEKHBIM ApOJIb WU
3aliIelIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Hcnone3yi ogHopasosble napoiu. [locne nepexona Ha yCUIIEHHYIO
aBTOpHU3aLIMIO T€OE yKe HEe OYJET yIpoKaTh ONMACHOCTh KPayKu WIN
nepexsara IUIaTEeXHOro Maposis;

3. Bribepu crnoxsblit mapoib. [Ipectynaukam OyaeT He mpOoCcTo
yrajaTb CJIOKHBIN ITaposb. Hanexueie naposu - 3To napou,
KOTOpBIE COJIEPKAT HE MEHEe § 3HAKOB M BKJIIOYAIOT B ce0s
CTPOYHBIE U MPOIMHUCHBIE OYKBBI, HU(PBI U HECKOJIBKO CUMBOJIOB,
TaKWe Kak 3HaK Jojuiapa, pyHTa, BOCKIUIATEIbHBIN 3HAK U T.I1.
Hanpuwmep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE JAHHBIE HA CATax, KOTOPHIM HE
JOBEPSCILIb.

DJIEKTpOHHAs TTOYTa
DJIEKTPOHHAS TTOYTA - 3TO TEXHOJIOTHS U MIPEJOCTABIISIEMbIE €10 YCIYTH 110
MEePEChUIKE U MOTYUYCHHIO AJIEKTPOHHBIX COOOIICHUM, KOTOPHhIE
pacrpeeNsstoTcss B KOMIbIOTEPHOUM ceTH. OOBIYHO AJIEKTPOHHBIN TOYTOBBIM
SIIIAK BBITISIAUT CIICTYIONTUM 00pa3oM: UMS_TOJIh30BATEISI(@WUMSI_TOMEHA.
Takke Kpome nepesaui IpoCTOro TeKCTa, UMEETCSI BO3MOKHOCTb
niepeaaBaTh Gaubl.

OCHOBHBIEC COBETHI IO 0€30MacHOM paboTe ¢ INEKTPOHHOMN ITOYTOM:



Hano BeIOpaTh IpaBUILHBIN TOYTOBBIN cepBUC. B MHTEpHETE €CTh
OTPOMHBIH BBIOOP OECIIATHBIX MMOYTOBBIX CEPBUCOB, OJHAKO JTyUIIle
JNOBEPATH TEM, KOT'O 3Haellb U KTO IIEPBBIA B PEUTUHTE;

He yxa3spiBaii B tnyHOM nouTe Mn4Hyto nHdopmanuto. Hampumep,
Jy4iie BeIOpaTh "My3bIKaidbHbINA (paHaT@" unn "pok2013" BMecTO
"temal3";

Hcnonb3yi IByX3TalHY0 aBTOPU3ALMI0. DTO KOTJja TOMUMO
NapoJisi HY’KHO BBOJMTH KO/, IPUChUIaeMblii 1o SMS;

Bri0Gepu ciioxHbIi naposib. J1Jist Kaxka0ro MOYTOBOIO SIIKMKa
JIOJDKEH OBITh CBOM HA/ICKHBIM, YCTOWYUBBIN K B3JIOMY MapoJib;
Ecnu ecTh BO3MOKHOCTh HAIllUCATh CAMOMY CBOM JIMYHBIN BONPOC,
UCIIOJIb3Y U 3Ty BO3MOKHOCTb;

Hcnonb3yl HECKOIBKO MTOYTOBBIX AIMKOB. [IepBbIN 1J1s1 4aCTHOM
NEPENUCKHU € aApecaTaMH, KOTOPBIM Thl IOBEPSEUIb. JTO
AIIEKTPOHHBIN aJpeC HE HAJO0 MCIOJIb30BATh IIPHU PErUCTPALMN HA
dbopymax u caifrax;

He otkpbiBaii ¢aitsibl u qpyrue BIOKEHUS B TUChMaX, JaXKe €Clu
OHU TPHUIILUIA OT TBOUX ApPY3eu. Jlyunie yTouHu y HUX, OTIIPABIISUIN
71 OHU TeOe 3TU (HalJIbL;

[Tocne okoHvyaHust pabOTHI HA TOYTOBOM CEPBHCE MEPE 3aAKPHITHEM
BKJIQJIKU C CAUTOM He 3a0y/1b HaxkaTh Ha "BeiidTu".

KuOepOyuivHT MiIu BUPTYaJTbHOE M3/EBaTEIHCTBO
KubepOyuuHr - npeciaeoBaHue COOOIICHUSIMHU, COJIePKAITUMU
OCKOpOJICHUS, arpeCcCHIo, 3aIlyTHBAHKE; XYJIUTaHCTBO; COITHAIBHOE
OOHMKOTHPOBAHUE C TIOMOIILIO PA3IMYHBIX HHTEPHET-CEPBHCOB.
OcHOBHBIE COBETHI IO O0PHOE ¢ KHOESPOYIIITMHTOM:

1.

e

He 6pocaiics B 60it. Jlyummii crmoco0: mOCOBETOBATHCS Kak ceOs
BECTH U, €CJIM HET TOr0, K KOMY MOXHO 0OpaTUThCS, TO BHaYaIe
yCHOKOUThCS. Ecnu Thl HauHeh OTBEYaTh OCKOPOICHUSMU Ha
OCKOpOJIEHUS!, TO TOJBKO e11le O0JIbIe PA30XKKENb KOHPIHKT;
VYnpasnsii cBoeil kubeppemyTaueii;

AHOHMMHOCTH B ceTl MHUMas1. CyIiecTBYIOT ClIOCOObI BBISICHUTD,
KTO CTOMT 32 aHOHUMHBIM aKKayHTOM;

He ctout BecTu Xynuranckuii o0pa3 BUPTyaabHOM KU3HH.
HNuTepHeT GuKCUpPYET BCE TBOM IEUCTBUS U COXPAHSET UX. Y AAIUTh
ux OyAeT KpaiHe 3aTpyJHUTEIBHO;

Co06uroail cBOIO BUPTYaIbHYIO YECTh CMOJIONY;

Urnopupyit enuanyHbii HeratuB. OHOPa30Bble OCKOPOUTENTBHBIE
co0O0I1IeHus JTydilie urHopupoBaTh. OOBIYHO arpeccus
MIPEKPaAIACTCs HA HAYAJIbHOM CTaJINH;

ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH
COOOILIEHUSIMH, B COLIMATBHBIX CETAX €CTh BOZMOXHOCTh
OJIOKUPOBKH OTHPABKH COOOLICHUM C OMPEEIEHHBIX aIPECOB;



8. Ecnu TeI cBUAeTeNb kuOepOysuinHTa. TBOM IEHCTBUS: BHICTYIUTD
IPOTHUB MpeCeI0BaTENs, TOKA3aTh €My, YTO €0 IeUCTBUS
OLICHHUBAIOTCS] HETATUBHO, MOJIZIEPXKATh KEPTBY, KOTOPOM HY>KHA
MICUXOJIOTHYECKast TOMOIIb, COOOLIUTH B3POCIBIM O (PaKTe
arpecCUBHOTO MOBEACHUS B CETH.

MoOwibHbIH TeneoH
CoBpeMeHHbIe cMapT(OHBI U MIIAHIIETHI COAEPKAT B ce0e BIIOJIHE B3POCIBIi
(GyHKLIHMOHAJ, U TETIeph OHU MOTYT KOHKYpPHUPOBAaTh CO CTAllMOHAPHBIMU
KoMIibtoTepamMu. OJIHaKO, CPEACTB 3ALTUTHI ISl TOJJOOHBIX YCTPOUCTB MOKa
O4YEHb Majo. TecTUpOBaHUE U MTOUCK YSI3BUMOCTEN B HUX MTPOUCXOJIUT HE
TaK MHTEHCUBHO, Kak s 1K, To *e camoe kacaeTcsi U MOOUITbHBIX
MIPUJIOKEHU .
CoBpeMeHHbIe MOOMIIbHBIE Opay3ephl yKe MPaKTUUECKH JTOTHAJIH
HACTOJIbHBIC AHAJIOTH, OJTHAKO pacUIMpeHue PyHKIIMOHaa BIEYET 3a COO0M
OOJIBUIYIO CJIIOKHOCTh U MEHBIIYIO 3AIIUIIEHHOCTb.
Jlaneko He Bce MPOU3BOAUTENH BBITYyCKAlOT OOHOBIICHUS, 3aKPBHIBAIOIINE
KPUTHYECKHUE YS3BUMOCTH I CBOUX YCTPOMCTB.
OCHOBHBIE COBETHI JIJIs1 OS30IMACHOCTH MOOHMIIBHOTO TenedoHa:
1. Huyero He sBnsieTCs MO-HACTOALIEMY OecriaTHBIM. by b
OCTOPO’KEH, BeJlb Korja Te0e mpeaiaraloT OecruiaTHbIi KOHTEHT, B
HEM MOTYT OBITh CKPBIThI KAKHE-TO IJIATHBIE YCIYTH;
2. Jlymaii, npexxie ueM oTipaButh SMS, ¢poTo uiu Buaeo. Thl TOUHO
3Haelllb, 1€ OHU OYIyT B KOHEYHOM UTOTE?
3. Heo6xoaumMo 0OHOBIIATH ONEPALIMOHHYIO CUCTEMY TBOETO
cMapTdoHa;
4. Wcnonb3yil aHTUBUPYCHBIE TPOTPAMMBI IS MOOMIIBHBIX
TeIePOHOB;
5. He 3arpyxail mpuit0oKeHNsI OT HEU3BECTHOIO UCTOYHUKA, BEAb OHU
MOTYT CO/IEpKaTh BPEAOHOCHOE POrpaMMHOE 00€CIICUEHHE;
6. Ilocne Toro Kak Thl BBIMJIEIIb C CailTa, I€ BBOAMII JUYHYIO
uH(OpMaITIIO, 3aiIi B HACTPOUKHM Opay3epa U ynaiu cookies;
7. llepunonnuecku nMpoBepsiid, KAKUE MIATHBIC YCIYTU aKTUBUPOBAHBI
Ha TBOEM HOMEPE;
8. [lamaii cBoif HOMEp MOOMIBHOTO Tee(dOHA TOIBKO JIHOJISIM,
KOTOPBIX ThI 3HACIIb U KOMY JIOBEPSIEIIb;
9. Bluetooth nomkeH ObITh BBIKIIOYEH, KOTJ]A Thl UM HE MOJIb3YeIIbCS.
He 3a0bIBaii nHOT /1A MPOBEPSITH ITO.

Online urpst
CoBpeMeHHbIE OHJIAWH-UTPHI - TO KPACOYHBIE, 3aXBATHIBAIOIIIHE
pasBiieueHus, 00BESTUHSIONINE COTHU THICSY YEJIIOBEK TI0 BCEMY MHUPY.
Wrpoku uccneayoT TaHHbIH UM MUD, OOIIAIOTCS APYT C IPYTOM,



BBIIIOJIHAIOT 3aJJaHUsl, CPAIKAFOTCS C MOHCTPAMU U ITOJIy4aroT OMbIT. 32
yIOBOJIbCTBUE OHH ILIATAT: MOKYMHAIOT IUCK, OTNIAYMBAIOT A0OOHEMEHT WU
IpUOOPETAOT KAKUE-TO OMIIUH.
Bce st cpeacTBa nayT Ha NOAEPKAHNUE U PA3BUTHE UIPBI, 4 TAKKE HA
camy 0€30MacHOCTh: COBEPIIEHCTBYIOTCS CUCTEMBI aBTOPU3ALINHY,
BBIITYCKAIOTCSI HOBbIE MaT4yH (LU(POBbBIE 3aIUIATKH JIJIsl IPOTPaMM),
3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B nopo0HbBIX Urpax CTOUT ONACaThCS HE CTOJIBKO CBOMX CONEPHUKOB,
CKOJIbKO Kpa)Xy TBOETO IapoJisi, HAa KOTOPOM OCHOBAHA CUCTEMA
aBTOpHU3aLMU OOJBILINHCTBA UTP.
OCHOBHBIE COBETHI 110 0€30MIaCHOCTH TBOETO UTPOBOI0 aKKAYHTA!
1. Ecnu apyroi Urpok Beznet ceds I0Xo Uil co31aeT Tebe
HENPUATHOCTH, 3a0JI0KUPYH €ro B CIIMCKE UTPOKOB;
2. Tloxanyiicst aAIMMHUCTPATOPAaM UIPbI HA IUIOXO€ MOBEIEHUE 3TOrO
UIPOKa, JKEJATENBHO MPUIIOKUTh KAKHE-TO JOKA3aTEIbCTBA B BUJIE
CKpHHOB;
He yxa3biBait muunyto nHdopmaiuio B npodaiine urpsi;
VYBaxkall Apyrux y4aCTHUKOB I10 UTPE;
He ycranaBnuBaii HeohuMaabHbIE MATYA U MOJIBL;
Hcnonp3yii CIIOXKHBIE U pa3HbIE ITAPOIIH;
Jlaxxe BO BpeMsI UTPbI HE CTOUT OTKJIIOYATh aHTUBHUpPYC. [1oka Tl
UIpaellb, TBOM KOMIIBIOTEP MOTYT 3apa3HTh.

Nownkw

OUIIMHT UM KpaXka JINYHBIX TaHHBIX
OOBIYHOM Kpakel AEHET U JOKYMEHTOB CErOHsl yKe HUKOIO HE YIUBUIIb,
HO C Pa3BUTUEM MHTEPHET-TEXHOJIOTHUI 310yMBbIIUIEHHUKH IEPEMECTUIINCH B
UHTEPHET, U MPOJOJKAIOT 3aHUMAThCS " MIOOUMBIM" JIEIOM.
Tak nosiBHIIach HOBasl yrpo3a: MHTEPHET-MOLIEHHIUYECTBA WK (DUILTUHT,
TJIaBHAA 1[EJIb KOTOPOTO COCTOUT B MOJIYY€HUU KOH(GUACHIIMATBHBIX JaHHBIX
M0JIb30BaTENEH - JIOTUHOB U maposiell. Ha anrnuiickom sizbike phishing
yuTaeTcs kKak ¢ummHr (0T fishing - peiOHas moBsI, password - mapob).
OcHoBHBIE COBETHI TT0 O0PHOE ¢ PUMIUHTOM:

1. Cneau 3a cBouM akkayHToM. Eciu ThI mo103peBaeiib, 4To TBOS
aHkeTa OblIa B3JIOMaHa, TO HEOOX0AUMO 3a0JI0KUPOBATH €€ U
COOOIIUTH aAMMHUCTPATOPaM pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Hcnonw3yii 6e3omacHbie BeO-CaluThl, B TOM YKCJIE, UHTEPHET-
Mara3suHOB U ITIOMCKOBBIX CUCTEM;

3. Hcnonb3yii cioKHbBIE U pa3Hble napoiu. Takum o0pa3oM, eciiu Te0s
B3JIOMAIOT, TO 3JI0yMBILIUIEHHUKH I0JIy4aT AOCTYII TOJIBKO K
OJIHOMY TBOEMY IPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B3nOManu, TO HEOOXOAUMO MPEIYTPEAUTH BCEX CBOUX
3HAKOMBIX, KOTOpBIE J00aBJICHbI Y TEOS B IPY3bsiX, O TOM, YTO TEOs
B3JIOMAJIA ¥, BO3MOXHO, OT TBOETO MIMEHH OYJI€T pacChLIaThCs ClIaM
Y CCBHUIKM Ha (PUILIMHTOBBIE CANTHI;
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VYcranoBu HagexHbId naposib (PIN) Ha MoOUIbHBIN TenedoH;
OTkJTI0uM cOXpaHEeHHUe apoJsi B Opaysepe;

7. He oTkpbiBaii (aiinibl U Apyrue BIOKEHUS B MUChMaX, JaXKe €CIU
OHM TIPUIIUTA OT TBOUX Jipy3el. Jlydiie yTouHN y HUX, OTIIPABIISITN
71 OHU TeOe 3TH (pailib.

o

[Mudposas penyramnus
[Mu¢posast penmyTaius - 3T0 HEraTUBHAs UM MO3UTUBHASI HH(OpMaLUs B
cetu o Te0e. Komnpomerupyromas nadopmanus, pa3MelieHHas B
UHTEPHETE, MOXKET CEPhE3HBIM 00pa30M OTPa3UTHCS Ha TBOEH peabHOU
*u3HU. "ludposas pemyramnus" - 3T0 TBOM UMUK, KOTOPBIM GopMHUpyeTCs
u3 uHGopMaluu 0 TeOe B UHTEPHETE.
TBOE MecTO KUTENbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHNUE,
0COOEHHOCTH XapaKTepa M pacCKasbl 0 OJM3KHUX - BCE ATO HAKATUTMBACTCS B
CETH.
MHorue noapOoCTKU JIETKOMBICIEHHO OTHOCSATCS K Iy OIHKAIIUHN JTHYHON
uHpopMmaruu B lHTepHEeTe, He MOHUMast BOZMOXKHBIX MOCIEACTBUI. ThI
Jake He CMOXKEIIb JOTaAaThCs O TOM, uTO poTorpadusi, pazMenieHHas 5 et
Ha3aJ|, cTajga MPUYUHOM OTKa3a MPUHATH Te0s Ha padoTy.
KommMmenTapuu, pa3menienue TBoux Gororpaduii u gpyrue 1eiHCTBUS MOTYT
HE MCUYE3HYTh J1aXKe MOCJE TOr0, KaK Thl UX yAaJIUIlIb. Thl HE 3HACIIb, KTO
COXPaHMJI 3Ty UH(POPMALHIO, I0I1aJ1a U OHA B IIOUCKOBBIE CUCTEMBI U
COXpPAaHMJIACh JIM OHA, a IJIaBHOE: YTO MOJYyMalOT O TEOE OKPYIKAIOLIUE JIFOIH,
KOTOpbIE€ HAUAYT U YBUIAT 3T0. HaiiTn nHpOpMaLnI0 MHOTO JIET CITYCTS
CMOJKET JI00011 - KaKk U3 100pbIX NOOYKAEHU, TaK U C HAMEPEHUEM
OPUYUHUTB BPeI. DTO MOKET ObITh KTO YTOAHO.

OCHOBHBIE COBETHI T10 3aIIUTE UPPOBOH peIyTalUHU:

1. Ilomymaii, mpex/e 4em 4To-To MyOJMKOBATh U MEepeIaBaTh y ce0s B
0JI0T€ WU B COLIMAIBHOM CETH;

2. B nHactpoiikax npo¢uisi yCTaHOBH OTpaHUYEHHUS HA IPOCMOTP
TBOETO MPOQUIISI I €TO COAEPKUMOTO, CALNAN eT0 TOIBKO "IJIst
Apysei";

3. He pa3memaii 1 He yka3biBail ”HPOPMAIUIO, KOTOPask MOXKET KOTro-
00 OCKOPOJISATh I OOUKATh.

ABTOPCKOE IIPaBO
CoBpeMeHHbIE MIKOJbHUKH - aKTUBHBIE MOJIb30BaTENU IIU(POBOTO
npoctpaHcTBa. O HAKO JaJIeKO HE BCE 3HAIOT, YTO MOJb30BaHUE MHOTUMU
BO3MOKHOCTSIMU IIU(GPOBOTO MUpa TpedyeT coOJII0/ICHU MTPaB Ha
WHTEJUICKTYJIbHYI0 COOCTBEHHOCTb.
TepMuH "uHTEIEKTYyalbHasi COOCTBEHHOCTh' OTHOCHUTCS K Pa3IMUYHbIM
TBOPEHUSM YEJIOBEUECKOTO yMa, HAUWHAsI C HOBBIX M300pPETEHUI 1 3HAKOB,
0003HaYarMUX COOCTBEHHOCTh HA MPOYKThI M YCIYTH, ¥ 3aKaHUUBAs



KHUramu, hotorpadusamMu, KHHOPUIbMaMHU U My3bIKaTbHBIMU
MPOU3BEACHUSMH.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha UHTEJUIEKTyaJIbHYI0 COOCTBEHHOCTD Ha
MPOU3BEACHUS HAYKH, JINTEPATYPhl U UICKyCCTBa. ABTOPCKHE MpaBa
BBICTYMAIOT B KAYE€CTBE TAPAHTHH TOTO, YTO WHTEJUICKTYJILHBIN/TBOPUECKHUIT
TPyl aBTOpa HE OyIET HANMPACHBIM, JTACT EMY CTIPABEIJINBBIE BOZMOXKHOCTH
3apaboTaTh Ha pe3yibTaTax CBOETO TPY/Ia, MOJIYIUTh H3BECTHOCTh U
npu3Hanue. Hukto 6e3 paspenienus aBTopa He MOKET BOCIIPOU3BOIUTH €T0
POU3BEJIEHUE, PACTIPOCTPAHATD, MyOJIUYHO I€MOHCTPUPOBATD, ITPOJ1aBaTh,
UMIIOPTUPOBATH, TyCKaTh B MIPOKAT, MMyOJIMYHO UCTIOJIHSATD,
MOKa3bIBaTh/UCIIOJIHATD B d(pupe uim pazmeniath B MIaTepHere.
Hcnonb3oBanue "myupaTcKoro” mporpaMMHOI0 00ECIICUeHHST MOYKET
NPUBECTU K MHOTMM PUCKaM: OT MOTEPH JIAHHBIX K TBOMM aKKayHTaM J0
OJIOKUPOBKH TBOETO YCTPOUCTBA, T/I€ YCTAHOBJICHA HEJIeTanbHAas
nporpamma. He ctout Takske 3a0bI1BaTh, 4YTO CYIIECTBYIOT JICTAIBHBIC U
OecIrutaTHbIE POTPAMMBI, KOTOPBIE MOYKHO HAWTH B CETH.



